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Introduction clusil/

The dramatic increase in the scale, diversity and function of loT
devices in the pervasive digital presence also ensures that a

prioritization method for digital security is risk driven to use available
resources in the most cost-effective manner..

Gartner, 2017

Constant change is the new Normal!
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Agenda clusil/

What is Risk Management - ORM?

Potential Impactif |OT threats to business

Integrated Risk Mgt (ORM/ 3LOD/ IRM)
Approach

 Some IOT specific considerations

« Questions & Answers
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What is Risk Management clust

INFORMATION / SECURITY / LUXEMBOURG

Risk Management is the process of identifying, evaluating, accessing and

controlling threats to an organization’s assets.

1. ldentification
What are the risks?

4. Monitoring
Has the situation changed?
Are there new risks emerging?
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2. Assessment

What is the likelihood of the risk
occurring?

How severe will the risk impact

r be?

3. Control
What can we do to reduce the
impact of the risk?




Business Security clusil
Considerations

ORM - Business Impact
Process Criticality Assessment

Process / Function: MTO: |
Overall Rating .+ ] MM J ¢ [ [ L | | VM [ |

Confidentiality Integrity Availability Safety Privacy
Business cosequences of Business consequences of errors } . .
. > L - . Business consequences of a Business consequences due to Business consequences due to
unintended or unauthorized in information or of delibareta - : :
Area - - . : . . . prolongued outage of the system. worksite hazard. privacy issues.
disclosure of information. manipulation of information.
AT Comment e Comment MR Comment e Comment MESTIIY Comment
Impact Impact Impact Impact Impact
Could there be an
Market Stabi |ty impact on market L
stability?
How damaging
would it be for the
Decision Making organlzatlons M
EVSESS breach of legal,
Impact (CLEINRETI113A regulatory or H
contractual
obligations?
Where applicable,
Competitive  [WIleRUEIERIYY L

[DIEEGIERIETS [ competitive
disadvantage?

How would it affect

Staff M staff morale and H
motivation?
What damage

Public Image COUIq therg B L
public confidence
and reputation?

Could financial gain
be achieved on the M
market?

cial Gain or
Fraud

Financial Could costs be
Costs
Impact incurred?
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IOT Threat Landscape clusil
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loT Security Threat Map
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What is Risk Management clusil/

- "
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Integrated Risk Management  clusil/

External factors Internal factors
Market conditions, 14% N Talent and skills, 14%
Weak economy, 14% I Technology impediments, 9%
Competition, 13% B capital, 9%
Regulations and laws, 12% BN Product weaknesss, 4%
Political conditions, 8% B Operating capacity, 4%
epats; On B innovation, 4% |

Supply problems, 6% -
Guslomer noodsehifing, 5% - Organization structure, 3%

Exchange rates, 4% - Profit margin, 3%
Market shrinking, 3% B Employee issues, 3%
Climate, 3% - Customer satisfaction, 3%

Macro volatility, 3% - Speed, 3%

Price competition, 3% I Change capability, 3%

What are the most significant risks on your company’s
strategic objectives?
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Integrated Risk Management  clusil/

Responding to: Cybersecurity/IT Risk
Operational Risk Management Standards: NIST CSF, ISO 2700x
Client: CISO, CIO

Responding to: All Enterprise Risks
Standards: COSO, ISO 31000
Client: CRO

Performance Risk

Integrated Risk

Risk Strategy Management

Regulatory Risk Technology Risk

Digital Risk

Management

\Y (o] o]][=!
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Business Impacts clusil

ECURITY / LUXET RG

 Employee Safety

« System Downtime (Disruption)

* Loss of Trust/ Reputational Damage
« Confidentiality Breach

 Non Compliancy to regulations

The outcomes resulting from loT device participation
in the business process will be the goal not

technological support alone.
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Risk Tolerance Matrix clusil/

Impact

Bus./ Rep. Fin.

Very high

High

Medium

Low

Risks in the “red zone”:

The executive board must be
informed without undue delay

>I0M€ §
IM-10M€ 4
|00kE-IME 3
IOk€-100k 2
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Drivers of business impact
*Achievement of statutory tasks or

strategic objectives
*Market reactions
— ]
Drivers of reputation impact
eDuration of impact
*Credibility of source
*Media coverage
e Ry s0Dject of criticism
*Influence
e ———
| p) 3 4 5 Drivers of financial impact
*Net financial loss

*Costs of redoing activities or correcting
> Oy. Sy.-10y. 2y.-5y. ly.-2y. <ly.
Y y--1Vy Y-=Y: Y--2Y: Y damages
Negligible Low Medium High Very high  BUZEREIES

*Opportunity costs

Likelihood

Risks in the “green zone”:
Ex-ante as tolerable.




3 Lines of Defense clusil/

Audit Committee / Council
Executive Board

First Line of Defense Second Line of Defense  Third Line of Defense
Risk Owners Risk Oversight Independent Assurance

4 N N )

* Risk Management
(Financial & Operational)

e Information Security

External Audit

* Management Controls
e Compliance

Internal Audit

¢ Internal Controls
* Financial Control

< ) ~ o

12
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3 Lines of Defense

Framework for aligning operational risk with cyber security

clusil/

INFORMATION / SECURITY / LUXEMBOURG

1st line of defense

Business risks identification &
assessment & mitigation : training,
technical solutions, insurance ...

Assets identification & BIA

Detection & response & recover:
incident detection, real-time
monitoring ...

Key risk indicators (KRI)

2" line of defense

Cyber security risk management
framework

Cyber security policy and tools

Standards: Threat and vulnerability

management, threat simulations,
investigations

KRI definitions, BIA methodology

Control repository, cyber incident
response plan

Front line controls : updated
systems, trained users, access
rights, applied security rules, back

up, ...

>

Cyber security risk analysis
(identification, assessment) and action
tracking

<€

Crisis management

Challenge and review

—

3 line of defense

Internal audits

External audits

A

y

=» | Executive board

Regulators Stakeholders
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Mapping cybersecurity steps
to 3LoD Model

Governance

Strategy, Policies, Leadership,

* Containment * Crisis management .+ Business risk * Horizontal cyber risks
* Collection of evidence / * Dependancy map identification and identification and
forensic assessment assessment

* Root cause analysis
* Action plan
* Reestablish the

Governance
Prevention
Detection
Response
Continuous
Improvement

* On-going controls

* Technical awareness

* Review of stress tests

- ‘ra]mn .

* Review of action plans
+ KPI/KRI

Improvement

+ Control plan
*+ Risk assessment review
* Awareness
* Define/review test
Sorariosand KXl
at intelligence (with
e gence (with

= BEM, ORM, €150

Continual

* External

and intemal
audit

-

* Assets identification

= BIA

+ Controls

*+ Mitigation: training,
technical solutions,
mnsurance ...

+ Incident detection

* Real-time monitoring

* Tooling

* Security compromise
testing :

- SOC, employees, T

Integrated Approach : the steps and lines

(ORM, BCM, Cyber Security, AML)
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* ORM/CRM (cyber risk
“management)
methodology

* Repository of controls
and controls assessment

*+ BIA methodology

* Operational incident
management policy /
handbsook A

i .C]yber incident response
plan




Characteristics of 10T Risks ClUSﬂ/

« Variability of scale in devices and systems

 Dynamism and the temporality of connections between

devices

* The heterogeneity of actors capable of interacting within

loT ecosystems

* The glue that binds these systems
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Why current Risk Assessments CIUSII/
Fail ?

Shortcomings of periodic assessment

Changing systems boundaries yet limited system

knowledge

The challenge of understanding the glue

Failure to consider assets as an attack platform

The dynamics of loT systems will make risk
assessment using current practices challenging
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Need for New Approaches ! clusil

f LUXET RG

 Need for automated and continuous risk assessment

approaches
— Development of Support Tools

— Simulation and modelling (predictive power)
« Consider variability of relationships
 Better assess the glue that binds IOT systems

— Development of Support Tools

— Real Time Risk Assessments

The dynamics of loT systems will make risk
assessment using current practices challenging
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Thank You
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